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FRIEND OR FOE?

Today's cyber-attackers are masters of disguise.

Sophisticated email attacks, compromised cloud systems,
vulnerable devices - it's hard to predict tomorrow's threats. Al
can distinguish between legitimate activity and an emerging
cyber-threat, and fight back in seconds.
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EDITOR'S NOTE

COMPLIANCE IS NOT A
CHECKBOX EXERCISE

According to a recent survey of North American
CISOs, CISOs are preparing for an average of 3.3
security compliance standard audits over the next
six to 12 months. These mandatory assessments
require significant financial and operational
investments. A typical cybersecurity assessment
can cost tens of thousands of dollars and months
spent with third-party auditors. It is no small
undertaking for any organization, regardless of its
maturity or budget.

Withthatinmind,securityleadersshouldseektoget
the maximum value from these assessments, writes
AJ Yawn, Cloud Security Expert and NABCRMP
Board Member in “CISOs Must Declare an End to the
War between Security and Compliance,” which you
will find on page 20 in this issue. But the unfortunate
reality is that cybersecurity audits are viewed as
“check-the-box” exercises where auditors are paid
to produce a report, so the Board, executives, and
interested third parties (customers and vendors)
feel good about the perceived security status of
the organization. It isn’t acceptable when these
assessments are expensive, time-consuming, and
extremely important to the bottom line.

Meeting a particular compliance framework or
standard does not mean you are secure or won't
be breached. There’s a Smoérgasbord of standards
that leaves the CISO confused and bewildered,
writes Chaitanya Kunthe, Co-founder and Chief Operating Officer at Risk Quotient in “How Organizations Should Adopt
Changing Compliance Standards,” on page 46 of this issue. Read his article to find out more about compliance standards and
frameworks, and how these are evolving.

Narendra Sahoo, Founder and Director of VISTA InfoSec says it is not easy to ensure data sanctity and security with a third-
party. Cloud service providers find it challenging to comply with various data security and privacy regulations. He believes
SOC 2 compliance will help cloud service providers to secure data in the cloud. Read all about its benefits in his article “SOC
2 Compliance and Cloud: What You Should Know,” on page 62.

Speaking of third parties, Alla Valente, Analyst at Forrester, says the complexities and consequences from third-party
relationships are increasing. What adds to the complexity of the third-party ecosystem is that although companies have
limited or no control over how third parties secure their technology infrastructure, applications, or data — they’re fully
responsible for security, privacy, or regulatory missteps that occur during the relationship. Be sure to read her risk mitigation
strategies in “Innovate Through Uncertainty by Managing Third-Party Risk,” on page 38.

Finally, the centerpiece of this issue: A story about how Google is trying to simplify compliance for governments and
the public sector in the cloud. Read the cover story written by Jeanette Manfra, Director for Government Security and

Compliance, Google Cloud Office of the CISO, on page 70.

Image credits: Shutterstock
Cover & Layouts by: Rajashakher Intha

We hope you enjoy reading the other articles in this issue as well.
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fyou’re about to face a compliance audit,
undergo an assessment, or produce an
industry certification — and are doing
so without much serious consideration
for what it means to embody information
security and data privacy throughout the
organization — you are likely missing the
forest for the trees. If the actions taken
are solely about achieving certification
and remain unclear and impractical
from the intent of the regulatory requirements,
what you don’t see can come back to haunt you.

Compliance isn’t supposed to be about ticking a
bunch of checkboxes, which when “completed”
represents a binary result: pass or fail. What may
not be as clear, even by achieving compliance, is
that you may still be left with substantial exposure
to compliance risk.

In effect, by simply achieving the letter
of compliance, you leave your company
unnecessarily exposed to business risk: plain and
simple. There is residual risk in the continuum
that falls between doing the bare minimum to
address compliance requirements and doing
what is actually needed to address the intent of the
requirements: providing a reasonable level of due
diligence and due care.

The Three Levels of Compliance
Maturity

Achieving a risk score isn’t the solution. Neither
is ticking a bunch of non-verifiable checkboxes.
The correct solution involves moving beyond the
binary state of the letter of compliance and,instead,
striving to achieve compliance in a way that meets
the intent of the regulations and standards. To get
to the right solution, let’s first take a broad view at
three levels of compliance maturity.

1. Zero visibility and disorganized control

At this level, businesses are subject to
maximum unmitigated exposure. IT risk
assessments are limited as most regulations
are concerned with information security
(more so than IT) and individual privacy,
which information security supports. The
business is likely stuck at this maturity level
because there is an unclear association
between compliance risk, information
security risk, privacy risk, and business risk.

2. The letter of compliance is achieved

Organizations that reach this level recognize
the connection between information risk and
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business risk but have minimum mitigations
in place. At this level, compliance risk still
exists as organizations have implemented
an incomplete set of controls, and many
times, those that have been implemented
fail to meet the outcomes intended by the
regulation — as interpreted by the regulator.

The drivers to achieve this level include the
risk of fines, penalties, and loss of business.
Many businesses choose to stop at this level
because compliance is enough, and the self-
assessments show everything is OK; after
all, the letter of compliance was achieved.

Intent to protect is embodied
throughout the organization

Those that reach this level have an
understanding of risk and visibility into how it
can affect the business. Furthermore, that risk
is sufficiently mapped to business risk and
paired with proactive controls and responses
designed to meet the letter of compliance
and support, with a clear and focused goal of
keeping the company’s information safe, which
is often the intent of information security and
individual privacy regulations. The common
drivers that cause organizations to reach
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this level often include direct experience
with a breach, awareness of a breach at
another company, or the loss of business
due to an inability to articulate proactive risk
management. Perhaps it’s time organizations
don’t wait for one of these negative drivers to
surface before taking action.

Achieving an Appropriate Level of
Assurance

But even if you are following the spirit of
compliance, you may not be able to adequately
demonstrate compliance when a regulator
comes knocking at your door. For example, self-
assessments are generally less trustworthy than
independent assessments and are almost always
inflated due to a lack of understanding of the
requirements and a desire to cross the finish line
to pass an audit or close on new business.

Ultimately, though, compliance boils down to
achieving an appropriate level of assurance:

» What level of assurance do you want to
achieve?

*  What level of assurance can you demonstrate?

» Can you demonstrate assurance to ALL
stakeholders?
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Then consider whether you have provided the level
of assurance you want and that your stakeholders
require. Have you gone beyond ticking the boxes
of compliance, or is it just a charade?

The Three Dimensions of Intent-Driven
Assurance

To answer these questions, we will explore the
three dimensions of assurance and the attributes
associated with each:

1. Suitability: The controls must manage
risk to a level deemed acceptable by the
organization, not just what is described
in the regulation(s) you are managing to.

2. Impartiality: For both the letter of
compliance and the intent of compliance,
independent assessments are more
trustworthy than a self-assessment, and help
improve the level of assurance provided.

3. Rigor: The results must accurately reflect the
organization’s information security posture as
it relates to the regulatory requirements.

Eachofthese dimensions ofassurance issupported
by multiple quality attributes of an approach that
contributes to the reliability of the assurance. This
is what we at HITRUST® and our numerous councils
and committees refer to as “rely-ability.” The
answers to the questions below — as they pertain
to each of these attributes — will address whether
various aspects of the assurance approach are
sufficient to move into a world of intent:

* Transparent — Can you share where and how
you arrived at your current assurance level?

* Comprehensive - Do your controls
address all reasonably anticipated threats?

*  Prescriptive—Are the controls detailed enough
to ensure their implementation achieves
desired information protection objectives?

e Accurate - Do the results accurately
reflect your  security posture and
provide a higher level of assurance?

* Scalable - Can your assurance approach
be used by organizations of different
types and sizes in different industries?
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+ Efficient — Can your assurance approach be
leveraged by multiple relying parties?

It’s also a good idea to check for consistency.
Was your assessment performed in accordance
with the standard and independently repeatable
assessment and reporting requirements?

Use-Case Examples of Ignoring
the Spirit of Compliance

Let’s look at two use-cases that illustrate how
risk is often left behind and where the spirit of
compliance is completely ignored. And perhaps,
even the letter (and achievement) of compliance
is still missed:

Use-Case #1 - Risk Analysis

Take, for example, the risk analysis requirement
from the Health Insurance Portability and
Accountability Act (HIPAA) Security Rule (HSR).
Did you do a risk analysis as required? Does
it address all reasonably anticipated threats?
Does it address all electronic Protected Health
Information (ePHI) in your environment? Do the
controls you implement address the intent of the
risk analysis, which is to specify controls that will
provide for the adequate protection of ePHI?

If you only address major Electronic Health
Record (EHR) systems and not the “rogue IT”
under your medical researchers’ desk, or if you
can’t demonstrate your threat analysis and control
specification process because the CISO that did
that for you left five years ago, you may very well
have a problem.

The letter of compliance may have been met,
but when checking to determine how well your
implementation achieves the regulatory intent,
the truth comes out. And in this case, you may
have thought you met the letter of the requirement
but, in fact, you not only missed the intent of the
requirement but also the letter.

Use-Case # 2 - Workforce Awareness Training

Do you have a workforce training program?
If so, how often is the program executed? Are
there exceptions for how often and for whom
the training is conducted? Are there corrective
actions taken? Answers to each of these questions
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