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EDITOR'S NOTE

NETWORK SECURITY IN
THE TIME OF A GLOBAL
PANDEMIC

The world is going through some of its toughest
moments in recorded history. Lockdowns have
shut down offices, transportation systems and
have impacted industries like travel & tour-
ism, food & beverages, entertainment, sports
and others. Stock exchanges have plummeted
and millions of daily wage workers and front
line workers are temporarily out of work. With
half the world’s employees working remotely,
from home, the global networks have been put
to the ultimate test. Apart from the huge draw
on bandwidth, the security of the network also
gains vital importance.

Digitization and adoption of cloud technolo-
gies has extended the corporate network fur-
ther out into the internet—beyond the realms
of firewalls. Today, even the concept of WAN
and branch office is further extended. Employ-
ees are working from home, especially under
the COVID-19 situation, with social distancing
becoming a norm. In the borderless network
where partners, customers, suppliers, and
even employees connect to the corporate net-
work from remote locations around the globe,
it is of paramount importance to take into ac-
count the security of network—both internal as
well as external.

To validate the research on the usage of network security solutions, CISO MAG conducted a multiple-choice survey,
in the month of February 2020. The results of this global survey form the basis of our research and conclusions on the
state of network security. Some of the key findings of the survey were: more than 60% of organizations have adopted
multiple layers of protection. Also, 80.6% of respondents suggest using an amalgamation of NAC (Network Access
Control) policies. CISO MAG also took a Snap Poll to understand the precautions companies have taking to combat
the threats looming on the cyberspace amid COVID-19, where a large chunk of the respondents (70%) stated that
they were using company VPNs to securely log in to the company network. Nearly all the respondents also stated that
their companies had secured the endpoint device (laptop/phone) that the employees are using at home.

This is also the first Power List issue of CISO MAG this year and this issue is dedicated to Network Security. This
issue also features the brand stories of best network security companies, globally, put together by the CISO MAG
editorial team.

Tell us what you think of this issue. If you have any suggestions, comments or queries, please reach us at
editorial@cisomag.com.

Jay Bavisi
Editor-in-Chief
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EVENTS

An EC-Couneil initiative Benefits of a Virtual Series

Moving events online can reduce costs and carbon footprints and make
attendance accessible to a wider audience.

R L |NTRODUC|NG YOU Due to the ease of platform use and virtual location, virtual events require
minimal setup time. The planning time compared to in-person events is

reduced tremendously.

i TO THE NEXT LEVEL

VIRTU
SERIES

Increased Awareness and Thought-Leadership Perception for brands

Most countries are locked down currently and this is the best way to cap-
ture their head space

No geographic boundaries
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FRIEND OR FOE?

Today's cyber-attackers are masters of disguise.

Sophisticated email attacks, compromised cloud systems,
vulnerable devices - it's hard to predict tomorrow's threats. Al
can distinguish between legitimate activity and an emerging
cyber-threat, and fight back in seconds.

‘o’ DARKTRACE

World-Leading Cyber Al
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Cloud Security
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Out in 2020

For Advertising Opportunities write to
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Chris Triolo, Vice President of Customer Success,

Respond Software

ecurity Operations (SecOps) team members have interesting sto-
ries to tell about their run-ins with cyber adversaries. Some of
these professionals have built and run Security Operations Centers
(SOCs) for some of the world’s largest companies. They’ve seen dai-
ly incidents that they strive to address and resolve. And from these
war stories comes a fundamental understanding of some of the best

practices to fight cyber criminals.
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